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surfin@surfah: ~

File Edit View Search Terminal Help
surfin@surfah:~5% |sudo apt-get install openvpn unzip
[sudo] password for surfin: Jj
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surfin@surfah: fetcfopenvpn
File Edit View Search Terminal Help
surfin@surfah:~$% sudo apt-get install openvpn unzip
[sudo] password for surfin:
Reading package lists... Done
Building dependency tree
Reading state information... Done
unzip is already the newest version (6.8-21ubuntul).
openvpn is already the newest version (2.4.4-2ubuntul.3).
® upgraded, ® newly installed, @ to remove and 110 not upgraded.

surfin@surfah:~5% cd fetcfopenvpn
surfin@surfah: /etc/openvpns

2. T & Surfshark OpenVPN &t & X 4 :sudo wget
https://[surfshark.zendesk.com/hc/article_attachments/360018527
519/configurations.zip



surfin@surfah: fetcfopenvpn
File Edit View Search Terminal Help
surfin@surfah:~$% sudo apt-get install openvpn unzip
[sudo] password for surfin:
Reading package lists... Done
Building dependency tree
Reading state information... Done
unzip is already the newest version (6.8-21ubuntul).
openvpn is already the newest version (2.4.4-2ubuntul.3).
® upgraded, ® newly installed, @ to remove and 110 not upgraded.

surfin@surfah:~$ cd jetc;openvnn
surfin@surfah: V

sudo wt,et htt 'surfshark.zendesk.com/hc/article_attachments/360018527519/configurations.zip

3. {2Hconfigurations.zip AX N © A 1Tsudoff LB &



surfin@surfah: fetcfopenvpn
File Edit View Search Terminal Help

surfin@surfah: fetcfopenvpn$ [sudo unzip configurations
Archive: configurations
inflating: al-tia.prod.surfshark.com tcp.ovpn
inflating: al-tia.prod.surfshark.com udp.ovpn
inflating: au-adl.prod.surfshark.com tcp.ovpn
inflating: au-adl.prod.surfshark.com udp.ovpn
inflating: au-per.prod.surfshark.com tcp.ovpn
inflating: au-per.prod.surfshark.com udp.ovpn
inflating: au-bne.prod.surfshark.com tcp.ovpn
inflating: au-bne.prod.surfshark.com udp.ovpn
inflating: au-mel.prod.surfshark.com_tcp.ovpn
inflating: au-mel.prod.surfshark.com udp.ovpn
inflating: au-syd.prod.surfshark.com_tcp.ovpn
inflating: au-syd.prod.surfshark.com udp.ovpn
inflating: at-vie.prod.surfshark.com_tcp.ovpn
inflating: at-vie.prod.surfshark.com udp.ovpn
inflating: az-bak.prod.surfshark.com_tcp.ovpn
inflating: az-bak.prod.surfshark.com udp.ovpn
inflating: be-bru.prod.surfshark.com_tcp.ovpn
inflating: be-bru.prod.surfshark.com udp.ovpn
inflating: ba-sjj.pred.surfshark.com_tcp.ovpn
inflating: ba-sjj.prod.surfshark.com _udp.ovpn
inflating: br-sao.prod.surfshark.com_tcp.ovpn
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surfin@surfah: fetcfopenvpn

File Edit View Search Terminal Help

surfin@surfah: fetcfopenvpns| s
ae-dub.prod.surfshark.com_tcp.
ae-dub.prod.surfshark.com_udp.
al-tia.prod.surfshark.com tcp.
al-tia.prod.surfshark.com udp.
at-vie.prod.surfshark.com_ tcp.
at-vie.prod.surfshark.com udp.
au-adl.prod.surfshark.com_tcp.
au-adl.prod.surfshark.com udp.
au-bne.prod.surfshark.com tcp.
au-bne.prod.surfshark.com udp.
au-mel.prod.surfshark.com_tcp.
au-mel.prod.surfshark.com udp.
au-per.prod.surfshark.com_tcp.
au-per.prod.surfshark.com_udp.
au-syd.prod.surfshark.com_tcp.
au-syd.prod.surfshark.com udp.
az-bak.prod.surfshark.com_tcp.
az-bak.prod.surfshark.com udp.
ba-sjj.prod.surfshark.com tcp.
ba-sjj.prod.surfshark.com udp.
be-bru.prod.surfshark.com_tcp.
be-bru.prod.surfshark.com udp.
bg-sof.prod.surfshark.com_tcp.
ba-sof.prod.surfshark.com udp.
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surfin@surfah: /jetcfopenvpn
File Edit View Search Terminal Help
us-nyc-st@e3.prod.surfshark.com_tcp.ovpn
us-nyc-st@03.prod.surfshark.com udp.ovpn
us-nyc-st@e4.prod.surfshark.com tcp.ovpn
us-nyc-st@e@4.prod.surfshark.com udp.ovpn
us-nyc-st@e5.prod.surfshark.com tcp.ovpn
us-nyc-st@es.prod.surfshark.com udp.ovpn
us-orl.prod.surfshark.com_tcp.ovpn
us-orl.prod.surfshark.com_udp.ovpn
us-phx.prod.surfshark.com_tcp.ovpn
us-phx.prod.surfshark.com_udp.ovpn
us-sea.prod.surfshark.com_tcp.ovpn
us-sea.prod.surfshark.com_udp.ovpn
us-sfo.prod.surfshark.com_tcp.ovpn
us-sfo.prod.surfshark.com udp.ovpn
us-slc.prod.surfshark.com tcp.

_< [NCopy N | com_tcp.

CopyasHTML rk.com_udp.
rk.com_tcp.
rk.com udp.
Read-Only rk.com_tcp.
Preferences rk.com_udp.

_ . rk.com_tcp.
New Window rk.com_udp.
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surfin@surfah: fetcfopenvpn

File Edit View Search Terminal Help

us-nyc-st@03.prod.surfshark.com_tcp.ovpn
us-nyc-st@e3.prod.surfshark.com udp.ovpn
us-nyc-st@e4.prod.surfshark.com tcp.ovpn
us-nyc-st@e4.prod.surfshark.com udp.ovpn
us-nyc-st@@5.prod.surfshark.com_tcp.ovpn
us-nyc-st@es.prod.surfshark.com udp.ovpn
us-orl.prod.surfshark.com_tcp.ovpn
us-orl.prod.surfshark.com_udp.ovpn
us-phx.prod.surfshark.com_tcp.ovpn
us-phx.prod.surfshark.com udp.ovpn
us-sea.prod.surfshark.com_tcp.ovpn
us-sea.prod.surfshark.com_udp.ovpn
us-sfo.prod.surfshark.com tcp.ovpn
us-sfo.prod.surfshark.com udp.ovpn
us-slc.prod.surfshark.com_tcp.ovpn
us-slc.prod.surfshark.com_udp.ovpn
us-stl.prod.surfshark.com tcp.ovpn
us-stl.prod.surfshark.com_udp.ovpn
us-tpa.prod.surfshark.com_tcp.ovpn
us-tpa.prod.surfshark.com_udp.ovpn
vn-hcm.prod.surfshark.com tcp.ovpn
vn-hcm.prod.surfshark.com_udp.ovpn
za-jnb.prod.surfshark.com_tcp.ovpn
za-jnb.prod.surfshark.com udp.ovpn
surfin@surfah: /etcfopenvpn$ | sudo openvpn us-slc.prod.surfshark.com udp.ovpnl]
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surfin@surfah: fetcfopenvpn

File Edit View Search Terminal Help
us-nyc-st@es.prod.surfshark.com_udp.ovpn
us-orl.prod.surfshark.com tcp.ovpn
us-orl.prod.surfshark.com udp.ovpn
us-phx.prod.surfshark.com tcp.ovpn
us-phx.prod.surfshark.com udp.ovpn
us-sea.prod.surfshark.com_tcp.ovpn
us-sea.prod.surfshark.com_udp.ovpn
us-sfo.prod.surfshark.com_tcp.ovpn
us-sfo.prod.surfshark.com_udp.ovpn
us-slc.prod.surfshark.com_tcp.ovpn
us-slc.prod.surfshark.com_udp.ovpn
us-stl.prod.surfshark.com_tcp.ovpn
us-stl.prod.surfshark.com_udp.ovpn
us-tpa.prod.surfshark.com tcp.ovpn
us-tpa.prod.surfshark.com udp.ovpn
vn-hcm.prod.surfshark.com tcp.ovpn
vn-hcm.prod.surfshark.com udp.ovpn
za-jnb.prod.surfshark.com_tcp.ovpn
za-jnb.prod.surfshark.com_udp.ovpn
surfin@surfah: fetc/openvpn$ sudo openvpn us-slc.prod.surfshark.com udp.ovpn
12:41:40 2020 OpenVPN 2.4.4 xB86_64-pc-linux-gnu [SSL (OpenSSL)] [LZO]
[LZ4] [EPOLL] [PKCS11] [MH/PKTINFO] [AEAD] built on May 14 2019
12:41:40 2020 library versions: OpenSSL 1.1.1 11 Sep 2018, LZ0O 2.08
Enter Auth Username: fLw9TTfyPZREep2n9ZYCVXDYs
Enter ,{,'uth Password: ************************I
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surfin@surfah: fetcfopenvpn

File Edit View Search Terminal Help

12:43:55 2020 OPTIONS IMPORT: route-related options modified

12:43:55 2020 OPTIONS IMPORT: --ip-win32 and/for --dhcp-option options
modified

12:43:55 2020 OPTIONS IMPORT: peer-id set

12:43:55 2020 OPTIONS IMPORT: adjusting link mtu to 1656

12:43:55 2020 OPTIONS IMPORT: data channel crypto options modified

12:43:55 2020 Data Channel: using negotiated cipher 'AES5-256-GCM'

12:43:55 2020 Outgoing Data Channel: Cipher 'AES-256-GCM' initialized

with 256 bit key

12:43:55 2020 Incoming Data Channel: Cipher 'AES-256-GCM' initialized

with 256 bit key

12:43:55 2020 ROUTE_GATEWAY 192.168.16.8 f255.255.255.0 IFACE=enpfsl
HWADDR=08

12:43:55 2026 TUN/TAP device tun® opened

12:43:55 2026 TUN/TAP TX queue length set to 160

12:43:55 2020 do_ifconfig, tt-=did ifconfig_ipvé _setup=0

12:43:55 2020 /sbin/ip link set dev tun® up mtu 1500

12:43:55 2020 fsbin/ip addr add dev tun® 10.8.8.7/24 broadcast 10.8.8

.255

12:43:55 20826 fsbinfip route add ©.8.8.0/1 via 16.8.8.1

12:43:55 2020 /sbin/ip route add 17?8.0.60.60/1 via 186.8.8.1

12:43:55 208260 [Initialization Sequence Completed
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surfin@surfah: fetcfopenvpn
File Edit View Search Terminal Help

:43:55 2020 TUN/TAP device tun® opened

:43:55 2020 TUN/TAP TX queue length set to 1600

:43:55 2020 do_ifconfig, tt-=did ifconfig ipv6 setup=0

:43:55 2020 /sbin/ip link set dev tun® up mtu 1500

:43:55 2020 /sbin/ip addr add dev tun® 18.8.8.7/24 broadcast 10.8

:43:55 2020 [sbin/ip route

:43:55 2020 /fsbin/ip route add 0.6.8.0/1 via 16.8.8.1

:43:55 2020 /sbin/ip route add 128.0.0.6/1 via 10.8.8.1

:43:55 2020 Initialization Sequence Completed

29 12:45:44 2020 event_wait : Interrupted system call (code=4)

:45:44 2020 SIGTERM received, sending exit notification to peer

:45:45 2020 /sbin/ip route del 104.200.131.165/32

:45:45 2020 /sbin/ip route del 0.6.0.0/1

:45:45 2020 /sbin/ip route del 128.0.0.0/1

:45:45 2028 Closing TUN/TAP interface

:45:45 2020 [sbin/ip addr del dev tun® 10.8.8.7/24

:45:45 2020 SIGTERM[soft,exit-with-notification] received, process
exiting
surfin@surfah: /etc/openvpn$ I
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